
Abstract 

Iris recognition is considered the most secure and reliable 

biometric identifier available system. An effective iris recognition system has 

been implemented by utilizing Convolution Neural Networks and transfer 

learning to extract iris features with high accuracy and a new method for 

signing messages digitally using biometrics-based digital signature key 

generation. 

This thesis aims to design a multimodal biometric system 

because of its capability to work with various major limitations of unimodal 

biometric methods, such as noise affectability, populace coverage, intraclass 

variety, vulnerability to spoofing, and non-universality. A multimodal 

biometric method has been performed depending upon the design of a deep 

learning model of a person's (right & left) irises image. 

At first, the Convolution Neural Networks –Support vector 

machine (CNN-SVM) model has been trained, and the efficiency of the 

system is examined on three datasets obtained in various conditions: iris 

datasets provided by the Indian Institute of Technology Delhi (IITD) and 

Chinese Academy of Sciences-Institute of Automation (CASIA-V3 

Interval)and dataset generated in the laboratory of Northern Technical 

University (NTU) by night vision camera. The implemented system gives an 

accuracy of (99%) for both left & right (IITD ) iris datasets, while gets an 

accuracy of (94% and 93%) and (97% and 100%)  for the left and right 

(CASIA-V3 interval) and (NTU) iris datasets respectively after training. Later, 

a person verification based on the iris feature is performed to verify the 

claimed identity and examine the system authentication. 

Then a recent technique to sign a message digitally utilizing 

biometrics- associated with digital signature key creation by using RSA 



algorithm has been implemented. The private key has been calculated 

depending on the Iris Code. The strength of the key based on the number of 

bits in the key (iris template) has been computed with different modulus sizes, 

the strength of the 2048 bit iris template is 112, and the time of key generation 

is 50.50sec, 58.07sec, and 8.17sec for the IITD, CASIA-V3 interval, and NTU 

iris dataset respectively.  

The result of these two techniques is provided as input to the 

Raspberry Pi 4 Model B. This model can contain personal information, 

cryptographic keys, and other information stored in a built-in and secure form.  

 




