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ABSTRACT 

            E-learning and online examination have grown in popularity in the 

modern world of information technology, because of Covid 19. The 

problem of cheating in the online examination is a big problem that affects 

the credibility of these exams. This thesis aims to make online 

examinations more reliable, and then enhance the importance and 

capabilities of e-learning by designing a cheap and easy-to-use system 

capable of detecting cheating attempts during the examination and 

warning the student as well as the exam supervisor to that. 

           The proposed system relies on artificial intelligence (AI) 

techniques to perform multiple tasks within the monitoring of exams via 

the Internet. These tasks include discovering the identity of the student, 

detecting the presence of one or more people with the examinee student 

or the absence of the examinee student, tracking the eye and head 

movement of the examinee, as well as detecting the use of mobile phones 

during the examination. The system was implemented on PC and Jetson 

Nano 4G as an advanced and low-cost AI platform that can achieve the 

goals of the proposed system. In essence, the program relies on analyzing 

the videos from the webcams of student’s computers during the exam in 

real time to detect any attempts to cheat. 

           A set of AI algorithms were used to achieve these goals, including 

the KNN algorithm for face reappearance/disappearance, multi-face 

detection and face recognition. The accuracy was on a PC system and 

Jetson Nano 100% to detect the absence of the student in front of the 

computer screen or the appearance of multiple faces. It was 90.75% for 

facial recognition. Google's Mediapipe (MP) has also been used to track 

eye and head movement. The accuracy on PC and Jetson eye movement 

tracking devices was 92.5% and 86.5%, respectively. As for the head 

direction tracking, the results were 95% and 88%, respectively. Finally, to 
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detect the use of mobile devices, the You Only Look Once (YOLOv5) 

algorithm was used. The detection accuracy was up to 92% in 0.328 

seconds and 85% in 0.422 seconds for PC and Jetson, respectively. The 

differences between results in PC and Jetson Nano because of PC don’t 

contain GPU and Jetson Nano contains 128 core GPU. The average 

accuracy of the system on the PC was (95.75%). These results are very 

good and promising in preventing online exam cheating. 
 




