
ABSTRACT 

With the increasing number of internet and electronic users in any 

field of life, there is an urgent need to protect data from unauthorized 

users. The  Advanced Encryption Standard (AES) algorithm, which uses 

the same keys for encryption and decryption (symmetric key), is widely 

used for this purpose. 

The implementation of AES algorithm for encryption and 

decryption using a finite-state machine (FSM) and a pipeline technique are 

proposed in this thesis. The programming language used is the VHDL 

(Very high speed integrated circuit Hardware Description Language). 

Xilinx_ISE_10.1 software is used to simulate the synthesizable VHDL 

code. The FSM is implemented on“Spartan-3E XC3S500E FPGA” 

hardware kit and the pipeline technique is simulated on Spartan-3E 

XC3S1600E.  

Both architectures use data block and key size of 128 bits. a 

throughput of 1.349 Gbps for encryption process and 1.012 Gbps for 

decryption process are resulted by the implementation of the algorithm 

using (FSM) approach. On the other hand, A throughput of 14.464 Gbps 

for encryption process and 11.392 Gbps for decryption process are 

estimated for by the implementation of the algorithm using the pipeline 

technique. When C++ language was used for the AES algorithm, the 

execution time was 0.054945 sec, with 18 blocks/sec being encrypted. 

Depending  on the synthesis report, the number of slices is 2156 (46 % of 

total resources) for encryption and 2354(50% of total resources) for 

decryption when using the FSM and  23171 (157 % of total resources) for 

encryption and  24844 (168% of total resources) for decryption when 

using the pipeline technique. So it was not possible to implement the AES 



using pipeline on the XC3S500E kit. The throughput of each approach 

implemented in this thesis is better than the previous works in literatures 

surveyed. The execution time for the FPGA design is 578368 faster than 

the C++ time. 

 

 




