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ABSTRACT 

Deoxyribonucleic Acid (DNA) is one of the most important 

biometrics, it has been employed for individual recognition. Basically, the 

term of “recognition” refers to “identification” and/or “verification”. Both 

identification and verification are considered in this thesis. Moreover, 

weaknesses are investigated in Iraq as a case study within relevant sections 

and institutions. 

An effective algorithm for acquiring the unique DNA patterns is 

adopted. It is called the Unique Personal DNA Pattern (UPDP). This 

algorithm focuses on the repeated unique pattern in each DNA sample. 

Furthermore, a suggestion termed the Multi-XOR DNA Cryptography 

(MXDC) is approached for encrypting and decrypting different DNA 

information. The MXDC aims to add significant security to quickly 

corresponding DNA information.  

Six databases are utilized in this thesis. These are the DNA 

Classification (DC), Sample DNA Sequence (SDS), Human DNA 

Sequences (HDS), DNA Sequences (DS), DNA Iraq Data_Case 1 

(DID_C1) and DNA Iraq Data_Case 2 (DID_C2).  

Such best results are obtained by using the UPDP algorithm in both 

recognition types of identification and verification. False Acceptance 

Rates (FARs) are attained 0.26% and 0% for HDS Database in 

identification and verification, respectively. Whereas, all False Rejection 

Rates (FRRs) in both identification and verification are recorded 0%s for 

the four databases. Also, such better results are reported in both 

recognition types of identification and verification for the Iraqi databases. 

In identification, FARs are obtained 0% for the DID_C1 database. In 

verification, FARs are attained 0%s for the DID_C1 and DID_C2. On the 
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other hand, all FRRs in both identification and verification are achieved 

0%s for the two Iraqi databases.  

It is delighted to reveal that the suggested MXDC has benchmarked 

the very high and better after applying both encryption and decryption 

phases for all employed databases. 

Finally, the routine difficulties of Iraqi DNA information 

correspondences and paperwork can further be reduced as suggested in 

this study. 

 

 




